
THE FRAUDULENT EMAIL – EXAMPLE 1  

-----Original Message----- 
From:     Fortune Oil plc [mailto:alianrecruitment@yahoo.com]  
Sent: 04 June 2010 11:36 AM 
To: alianrecruitment@yahoo.com 
Subject: Vacancy with Fortune Oil Plc United Kingdom 
 
The HR Manager 
Fortune Oil Plc 
London. 
 
Vacancy with Fortune Oil Plc United Kingdom 
 
 
Our Ref: FOP/CORP/031421 
  
JOB LOCATION: 
  
United Kingdom/China 
  
  
ATTN: All Candidates, 
  
  
Read carefully before you proceed and kindly send your CV. 
  
  
UK Expertise Careers In't; with the mandate to recruit expatriate services 
 employees for the fulfillment of the requirements on "investments and 
operations in oil and gas supply and infrastructure projects in china and 
United Kingdom. 
   
Fortune Oil Plc has immediate employment opportunities, and intends to 
invite experienced individuals/expatriates or Consultancy firm capable of 
rendering expertise services in various fields as follows: 
  
 1.Engineering  (FO-0224) 
 2.construction and installation (FO-0214) 
 3.Geology (FO-01124) 
 4.Project Management (FO-11324) 
 5.Health & Medical (FO-13424) 
 6.Accounting (FO-02221) 
 7.Marketing/sales (FO-3123) 
 9.Welding and Fabrication (FO-1263) 
 10.Pharmaceutical Field (FO-01165) 
 11.Plant/Start-Up (FO-1186) 
 12.Information Technology (FO-07241) 
 13.Maintenance and Commissioning (FO-02192) 
  



ABOUT FORTUNE OIL PLC: 
  
Fortune Oil PLC focuses on investments and operations in oil and gas 
supply  and infrastructure projects in China and United Kingdom. 
  
Fortune Oil is listed on the London stock exchange and our 
operational  headquarters is in Hong Kong. 
Fortune Oil has a unique portfolio of oil and gas supply infrastructure in 
China and United Kingdom. 
  
The Company is now developing coal bed methane reserves which will 
ultimately integrate with our gas supply business and benefit United 
Kingdom and China's environment. 
  
ENTITLEMENT, COMPENSATION AND BENEFITS PACKAGES INCLUDE: 
  
 1. A very attractive net salary paid in Pounds Sterling. 
  
 2. Quality single or family housing accommodation in 
 company community. 
  
 3. Free medical care for employee and family. 
  
 4. Excellent educational assistance benefits with family 
 status employment. 
  
 5. Paid airfares allowing full flexibility with holiday 
 travel.. 
  
 6. Personal effects shipment and excess baggage allowances. 
  
 7. Full access to some of the finest and social 
 recreational facilities. 
  
  
TYPE OF CONTRACT DURATION: 
  
Level 1: 12 Months,(One Year) and renewable only on satisfactory 
performance by employee. 
 Level 2: Full time interested candidates must have not less than 5 years 
experience in any of the above listed fields. 
   
NOTE: If this offer is acceptable to you, send all detail resume via email 
attachment in MS Word format to: Email: hr-fortuneoil@live.com 
  
 For further information on this offer you may contact the following: 
  
  
  
  



  
Yours in service, 
  
  
Mr. Winston Dickson 
Chief Recruiting Personnel 
Fortune Oil Plc 
Email: hr-fortuneoil@live.com 
Telephone: (+44) 7024054712 
___________________________________________________________ 
GRATIS für alle WEB.DE Nutzer: Die maxdome Movie-FLAT! 
Jetzt freischalten unter http://movieflat 

 



THE FRAUDULENT EMAIL – EXAMPLE 2  

 

-----Original Message----- 
From: FORTUNE HUMAN RESOURCESS [mailto:hr-fortuneoil@live.com] 
Sent: Monday, June 14, 2010 3:36 AM 
To:  

THE HUMAN RESOURCES MANAGER 
CHIEF RECRUITMENT PERSONNEL 
FORTUNE OIL PLC LONDON . 
Tel:(+44) 7024054712 
 
Email: hr-fortuneoil@live.com 
 
 
Our Ref: FOP/CORP/031421 
 
  
Dear:  

POSITION:TRAINEE MANAGER 
 
 
NOTE: 
Kindly note before you proceed if you do not agree with our company 
Policy/terms please do not sign the Appointment Confirmation Letter as 
it is very important. 
  
With reference to your application submitted for employment with 
Fortune Oil Plc, and after careful screening of your resume and 
qualifications; it is my pleasure to extend the following Appointment 
Letter to you on behalf of Fortune Oil Plc. 
  
  
WORK LOCATION POSTED:     
76 Buckingham Palace Road London 
  
  
  
JOINING US: 
All shortlisted employees are to contact the bellow information. 
 
ADAMS LAW CHAMBERS 
ATTORNEY/SOLICITOR 
Telephone: +447023074878 
Email:adamschambers@live.com 
Address: 129 mile END Road London E1 4BG 
 
 
To avoid Denial/Refusal we advise that all employees (Non-
UK  Residents) should Fill and Sign the APPOINTMENT CONFIRMATION 
LETTER and send it back to us to enable our ATTORNEY/SOLICITOR to 
secure your Affidavit of Financial Guarantee because we start processing 
your visa/working permit. 
 



Further details of your working conditions are stipulated in your 
Confirmation of Appointment attached herein. 
  
  
  
Kind Regards, 
  
Mr. Winston Dickson 
Chief Recruiting Personnel 
(+44) 7024054712 
 

 
Hotmail: Powerful Free email with security by Microsoft. Get it now.  
---------------------------------------------------------------------------------------- 
 
This e-mail is for the intended addressee(s) only. The unauthorised use, 
disclosure or copying of this e-mail, or any information it contains, is prohibited. If you 
received the email in error please contact the postmaster@gabs.co.za. 
Golden Arrow does not accept any legal liability for the contents of this e-mail 
nor does the Company enter into any form of contract by means of Internet e-mail. 
All contracts to which Golden Arrow is a party are to be documented by other means. 
Recipients are advised to apply their own virus checks to this e-mail on receipts. 
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